
Midterm Recap
Ad Targeting and Surveillance Pricing



52.0 (58%)
59.8 (66%)

190 (undergraduate):
291 (graduate):



start of 
part 2

start of 
part 3

Leave yourself time for all parts of the exam!



Students who did not use LLMs for homework 
earned ~5 more points on average. 



Strategy: don't guess if you're not sure! 
False positives penalized (1 pt each) more than many
Correct positives earn (m/n pt each)



Strategy: don't guess if you're not sure! 
False positives penalized (1 pt each) more than many
Correct positives earn (m/n pt each)

m = # points
n = # correct answers

2 points
4 correct answers

---------- Each correct answer earns + ½ point
Each incorrect answer earns - 1 point



Strategy: don't guess if you're not sure! 
False positives penalized (1 pt each) more than many
Correct positives earn (m/n pt each)

Search/chat results less reliable

Important to know 
(↑confidence):
what you know
what you do not 





explicitly mentioned 
in practice session?

not



write a book

+ cost for person giving 
signal (not receiver)

+ explain your reasoning

To communicate love of hiking:

create Instagram post



wear Patagonia gear

+ cost for person giving 
signal (not receiver)

+ explain your reasoning

To communicate love of hiking:

create Instagram post



walk through 2







anything you can do with 
Javascript (as website 
owner), this script.js can 
do too! 

document.querySelector(
'input[type="email"]')

document.getElementById
("email")



use HTTP request methods 
(GET, POST)

by the time client-side JS runs, 
HTTP response header already 
received (cannot change status) 





an ID that matches the cookie ID 
(but not a cookie!)

PII is forbidden in OpenRTB
email addresses for "enrichment" 
sent directly to server using JS



an ID that matches the cookie ID 
(but not a cookie!)

PII is forbidden in OpenRTB
email addresses for "enrichment" 
sent directly to server using JS



end of PA style problem
very low performance





AUCTIONS



why is increasing tmax not a good solution? 







every DSP bids 
same amount 

throughout period 
-- what position 

was shady in parent 
and other users 

auctions before? 





Browser Fingerprinting
Ad Targeting and Surveillance Pricing



How do you know to track 
website visitors?



Cookies

● small file, used to be text now often DB Chrome, Firefox, Edge → SQLite)
● saved locally on your phone, tablet, computer



Cookies

● small file
● saved locally on your phone, tablet, computer
● store info like session ID to keep you logged in, language/font size, 

navigation tracking, shopping cart items
● HTTP Set-Cookie: <cookie-name>=<cookie-value>
● JS document.cookie = "cookie-name=cookie-value";
● Session vs. persistent cookies



Cookie Regulations

● GDPR established
1) higher standard for consent (specific, informed, clear affirmative)
2) massive fines for non-compliance

"Tracking Walls, Take-It-Or-Leave-It Choices, the GDPR, and the ePrivacy Regulation" 
Frederik J Zuiderveen Borgesius 2017



Advertisers Respond to Regulation

● adding cookie banners
● lying; some websites store tracking cookies before accept/despite reject 
● finding ways to track without storing cookies

"Exploring the Cookieverse" Ali Rasaii 2023



Advertisers Respond to Regulation

● adding cookie banners
● lying; some websites store tracking cookies before accept/despite reject 
● finding ways to track without storing cookies

"Exploring the Cookieverse" Ali Rasaii 2023



Stateful vs. Stateless Tracking

● both stateful and stateless tracking retain memory of past interactions
● key difference is where the information is stored

● stateful tracking: relies on data stored on client
○ user can remove this data (e.g., clear cache, delete cookies)
○ ex: cookies, browser cache, Local Storage

● stateless tracking: no data is stored on client
○ data likely stored on servers
○ user does not control this data
○ ex: Week 0! Also next few lectures!



Browser Fingerprinting

● stateless tracking (no data stored on client)
● can often uniquely identify users using data about device & browser



Browser Fingerprinting

● stateless tracking (no data stored on client)
● can often uniquely identify users using data about device & browser
● core intuition: individual attributes are shared by many (even millions) 

but
● combining multiple attributes often specific enough to uniquely identify



Pete Snyder, Brave Browser



All visitors



Desktop

Tablet

Mobile



Chrome

Safari

Brave

Firefox



unusual 
size

Common 
dimensions

unusual 
size

unusual 
size

unusual 
size

unusual 
size

unusual 
size



mobile 
device 

+ 
Firefox 

+ 
unusual 

size



Browser Fingerprinting

● stateless tracking (no data stored on client)
● can often uniquely identify users using data about device & browser
● core intuition: individual attributes are shared by many (even millions) 

but combining multiple attributes often specific enough to uniquely 
identify

● Two basic types:
● passive: some data shared automatically by browser
● active: website runs scripts (using JS) to actively query browser for 

more info



Passive Fingerprinting: Read default metadata sent automatically in 
HTTP headers properties
IP address, user-agent strings, language prefs

Active Fingerprinting: Execute JS code to collect metadata not 
included in HTTP headers
device hardware (memory, CPUs), timezone

+ Canvas Fingerprinting: Uses <canvas> element to render hidden 
graphics/text to ID installed fonts, GPU drivers
Installed fonts, rendering behaviors/anomalies

+ WebGL Fingerprinting: 3D version of <canvas>, render 3D scene 
using WebGL API
Render limits, shading language support

+ AudioContext: Generates audio signal, measures differences 
in how audiostack/hardware drivers process 
Hardware response, sample rates, anomalies



● Read default metadata sent automatically in HTTP headers
● HTTP headers: key-value metadata pairs sent between a client & server
● Request headers contain info about request, client capabilities, what 

expect back

Passive Fingerprinting

https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers



what could be used 
for fingerprinting?



● User-Agent: identifies the web browser, operating system, and device 
making the request

Passive Fingerprinting - HTTP Headers

Mozilla/5.0 (Linux; Android 16; Pixel 9) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/143.0.12.45 Mobile Safari/537.36
 



● User-Agent: identifies the web browser, operating system, and device 
making the request

often legacy 
rendering engine

Passive Fingerprinting - HTTP Headers

Mozilla/5.0 (Linux; Android 16; Pixel 9) AppleWebKit/537.36 

legacy 
prefix (operating system, 

device)

(KHTML, like Gecko) Chrome/143.0.12.45 Mobile Safari/537.36

browser version 
details

(compatible 
layout engines)

more historical compatibility info



"Breaking Down What Is A User Agent" AdsPower 2024



● User-Agent: identifies the web browser, operating system, and device 
making the request

Passive Fingerprinting - HTTP Headers

Mozilla/5.0 (Linux; Android 16; Pixel 9) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/143.0.12.45 Mobile Safari/537.36

What device & browser?



● User-Agent: identifies the web browser, operating system, and device 
making the request

Passive Fingerprinting - HTTP Headers

Mozilla/5.0 (Linux; Android 16; Pixel 9) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/143.0.12.45 Mobile Safari/537.36

Pixel 9 phone using Chrome web browser version 143
*note: Chrome version 143.0.12.45 is 
not a real version number



● User-Agent: identifies the web browser, operating system, and device 
making the request

● messy, unstandardized, many legacy tokens
● avoid custom regex to parse
● use existing libraries/APIs 

Passive Fingerprinting - HTTP Headers

Mozilla/5.0 (Linux; Android 16; Pixel 9) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/143.0.12.45 Mobile Safari/537.36

Javascript: ua-parser-js
Python: ua-parser



Passive Fingerprinting - HTTP Headers

● User-Agent: identifies the web browser, operating system, and device 
making the request

● messy, unstandardized, many legacy tokens
● avoid custom regex to parse
● use existing libraries/APIs 
● allows server to return compatible layouts, media formats, specific 

content tailored to device
● example: user requests video file

If Safari User-Agent: deliver HTTP Live Streaming HLS, Apple supports 
with full hardware acceleration
If Chrome User-Agent: does not support HLS, instead deliver WebM file



Passive Fingerprinting - HTTP Headers

● User-Agent: identifies the web browser, operating system, and device 
making the request

● messy, unstandardized, many legacy tokens
● avoid custom regex to parse
● use existing libraries/APIs 
● allows server to return compatible layouts, media formats, specific 

content tailored to device
● ex: send optimized file types, block outdated/insecure browsers, link to 

OS-specific downloaders, etc. 



Passive Fingerprinting - HTTP Headers

● User-Agent: identifies the web browser, operating system, and device 
making the request

● Accept-Language: list the languages & locations) the user prefers
● provided in order of preference (best to worst)
● quality values: weights, used to express importance or priority, 0 1



Passive Fingerprinting - HTTP Headers

● User-Agent: identifies the web browser, operating system, and device 
making the request

● Accept-Language: list the languages & locations) the user prefers
● provided in order of preference (best to worst)
● quality values: weights, used to express importance or priority, 0 1

Accept-Language: da, en-gb;q=0.8, en;q=0.7

what languages does this user prefer?



Passive Fingerprinting - HTTP Headers

● User-Agent: identifies the web browser, operating system, and device 
making the request

● Accept-Language: list the languages & locations) the user prefers
● provided in order of preference (best to worst)
● quality values: weights, used to express importance or priority, 0 1

Accept-Language: da, en-gb;q=0.8, en;q=0.7

Top choice is Danish, then British English, then any other English



Passive Fingerprinting - HTTP Headers

● User-Agent: identifies the web browser, operating system, and device 
making the request

● Accept-Language: list the languages & locations) the user prefers
● Accept-Encoding: list the compression algorithms the browser supports

Accept-Encoding: deflate, gzip;q=1.0, *;q=0.9



Passive Fingerprinting - HTTP Headers

● User-Agent: identifies the web browser, operating system, and device 
making the request

● Accept-Language: list the languages & locations) the user prefers
● Accept-Encoding: list the compression algorithms the browser supports
● Accept: list the media types the browser is willing to receive 

Accept: text/html, application/xhtml+xml, 
application/xml;q=0.9, */*;q=0.8

Accept: image/avif, image/webp, image/png, image/svg+xml, 
image/*;q=0.8,*/*;q=0.5



Passive Fingerprinting - HTTP Headers

● User-Agent: identifies the web browser, operating system, and device 
making the request

● Accept-Language: list the languages & locations) the user prefers
● Accept-Encoding: list the compression algorithms the browser supports
● Accept: list the media types the browser is willing to receive 
● & more



https://amiunique.org/fingerprint



My HTTP Header Data



My HTTP Header Data



(Simplified) Likelihood Calculations

~one in five 
users 22% 
has this value 
for accepted 
media types

0.2241 0.2153
~one in five 
users 21% 
has this value 
for preferred 
language(s)



(Simplified) Likelihood Calculations

~one in five 
users 22% 
has this value 
for accepted 
media types

0.2241 0.2153
~one in five 
users 21% 
has this value 
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How likely is 
one user is 
to have both 
of these 
properties?



(Simplified) Likelihood Calculations

~one in five 
users 22% 
has this value 
for accepted 
media types

0.2241 0.2153
~one in five 
users 21% 
has this value 
for preferred 
language(s)

0.0482
how likely one 
user is to have 
both of these 
properties 
4.8%

x = 



(Simplified) Likelihood Calculations

how likely is 
one user to 
have all 3 
properties?



(Simplified) Likelihood Calculations

0.2241 0.2153

0.0208
how likely one 
user is to have 
all three 
properties 
2%

x 

= 

0.4319 x 



(Simplified) Likelihood Calculations

● if every attribute is independent (they're not) you simply multiply 
probabilities
○ conditional probabilities slightly more complicated 

P A and B ) = P A  * P B | A ) 
● as you have seen, as attributes are added, the likelihood of one specific 

combination occurring becomes very rare
● i.e., the joint probabilities become very small
● even with large populations, individuals can be identified



"How Unique is Whose Web Browser? The Role of Demographics in Browser 
Fingerprinting among US Users" Alex Berke 2025


