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How The Web Tracks You / Targeted 

Advertising
Online Advertising, Part 2



Housekeeping

• PA1 part 4 is due 11/3, in one week! 

• Everything that you have built so far will converge 

• You will be building an SSP that talks to several DSPs and makes pricing 
decisions, trying to make money for Boogle using advertising 

• Along the way, you’ll deal with complaints, fraud, etc….
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General course things to know



Housekeeping

• Pete Snyder, Principal Privacy Researcher at Brave, 
(a privacy oriented browser company) will be 
visiting us on 11/3, in the CSE190 section 

• The talk will (hopefully) be in-person, which will be 
great!  

• Come prepared with lots of questions about 
how Brave works and the online tracking 
ecosystem! 
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General course things to know

Brave



Housekeeping

• The midterm is coming: in class on 11/5 

• Basic structure: 

• Multiple choice — penalties for guessing 

• Short answer — write things 

• PA-style questions — very similar to your PAs! 

• We will release some sample questions this week! 

• You must attend the section you are enrolled in. No exceptions.
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General course things to know



Previously on CSE190/CSE291…
• The online ad ecosystem, supply side, demand side, and the intermediaries 

that make a lot of money in this ecosystem 

• Rapid-fire recap: 

• What is supply in the ad exchange ecosystem? 

• What is demand in the ad exchange ecosystem?
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Previously on CSE190/CSE291…
• The online ad ecosystem, supply side, demand side, and the intermediaries 

that make a lot of money in this ecosystem 

• Rapid-fire recap: 

• What is supply in the ad exchange ecosystem? 

• What is demand in the ad exchange ecosystem? 

• Left with open question: How do we implement this in practice?
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Today’s lecture — Online Advertising, Part 2
Learning Objectives

• Understand the fundamentals, the spec, and how requests + responses work 
in OpenRTB 

• Detail how tracking is implemented in OpenRTB! 

• Learn some ways that the ecosystem has had to adapt in response to fraud 
and abuse 

• Understand the idea of an auction, how auctions are embedded in online 
advertising, and the distinction between a first-price and second-price auction
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OpenRTB
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Recap — OpenRTB
• OpenRTB is a real-time bidding (RTB) protocol that enables suppliers, 

exchanges, and advertisers to communicate with one another 

• Largely implemented by SSPs, Ad Exchanges, and DSPs to send structured 
data to one another 

• What is the protocol + data format that OpenRTB uses?



Recap — OpenRTB
• OpenRTB is a real-time bidding (RTB) protocol that enables suppliers, 

exchanges, and advertisers to communicate with one another 

• Largely implemented by SSPs, Ad Exchanges, and DSPs to send structured 
data to one another 

• What is the protocol + data format that OpenRTB uses? HTTP + JSON! 

• The goal is to have an easy-to-use and easy-to-implement protocol that 
enables interoperability between parties 
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OpenRTB runs the entire ecosystem* (almost)

NYTimes

SSP 
(Google)

Ad 
Exchange

DSP1

DSP2

DSP3

DSP4

OpenRTB OpenRTB

OpenRTB

OpenRTB

OpenRTB
How does the NYTimes connect 

with an SSP? JavaScript!

JS!



Publishers often connect using prebid.js

NYTimes

SSP 
(Google)JS!

<script async src="//cdn.jsdelivr.net/npm/prebid.js@latest/dist/not-for-prod/
prebid.js"></script>



Prebid gets a shout out in a recent DoJ 



Prebid gets a shout out in a recent DoJ 
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OpenRTB runs the entire ecosystem* (almost)

NYTimes

SSP 
(Google)

Ad 
Exchange

JS!

Ad 
Exchange

Ad 
Exchange

Your SSP will contact all ad exchanges at once… in practice, SSPs and 
exchanges are somewhat interchangable.



A simple OpenRTB Request

{ 
  "id": "req-123", "at": 1, "tmax": 150, 
  "imp": [{ "id": "1", "banner": { "w": 300, "h": 250 }, "bidfloor": 0.50 }], 
  "site": { "domain": "news.example", "page": "https://news.example/sports/
game" }, 
  "device": { "ua": "Mozilla/5.0 ...", "ip": "203.0.113.0" }, 
  "user": { "buyeruid": "dsp-u-77f1" } 
} 

What do we know about this slot?



A simple OpenRTB Request

{ 
  "id": "req-123", "at": 1, "tmax": 150, 
  "imp": [{ "id": "1", "banner": { "w": 300, "h": 250 }, "bidfloor": 0.50 }], 
  "site": { "domain": "news.example", "page": "https://news.example/sports/
game" }, 
  "device": { "ua": "Mozilla/5.0 ...", "ip": "203.0.113.0" }, 
  "user": { "buyeruid": "dsp-u-77f1" } 
} 

This is a banner ad, with size 250x300px



A simple OpenRTB Request

{ 
  "id": "req-123", "at": 1, "tmax": 150, 
  "imp": [{ "id": "1", "banner": { "w": 300, "h": 250 }, "bidfloor": 0.50 }], 
  "site": { "domain": "news.example", "page": "https://news.example/sports/
game" }, 
  "device": { "ua": "Mozilla/5.0 ...", "ip": "203.0.113.0" }, 
  "user": { "buyeruid": "dsp-u-77f1" } 
} 

The minimum amount the seller is willing to accept is 
a CPM of $0.5



A simple OpenRTB Request

{ 
  "id": "req-123", "at": 1, "tmax": 150, 
  "imp": [{ "id": "1", "banner": { "w": 300, "h": 250 }, "bidfloor": 0.50 }], 
  "site": { "domain": "news.example", "page": "https://news.example/sports/
game" }, 
  "device": { "ua": "Mozilla/5.0 ...", "ip": "203.0.113.0" }, 
  "user": { "buyeruid": "dsp-u-77f1" } 
} 

The seller is selling on news.example, specifically the sports section



A simple OpenRTB Request

{ 
  "id": "req-123", "at": 1, "tmax": 150, 
  "imp": [{ "id": "1", "banner": { "w": 300, "h": 250 }, "bidfloor": 0.50 }], 
  "site": { "domain": "news.example", "page": "https://news.example/sports/
game" }, 
  "device": { "ua": "Mozilla/5.0 ...", "ip": "203.0.113.0" }, 
  "user": { "buyeruid": "dsp-u-77f1" } 
} 

The user has an identifier (likely, a cookie) and device 
information (including IP addresses!)
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  "user": { "buyeruid": "dsp-u-77f1" } 
} 

Question: why send this cookie value along?



A simple OpenRTB Request

{ 
  "id": "req-123", "at": 1, "tmax": 150, 
  "imp": [{ "id": "1", "banner": { "w": 300, "h": 250 }, "bidfloor": 0.50 }], 
  "site": { "domain": "news.example", "page": "https://news.example/sports/
game" }, 
  "device": { "ua": "Mozilla/5.0 ...", "ip": "203.0.113.0" }, 
  "user": { "buyeruid": "dsp-u-77f1" } 
} 

Question: why send this cookie value along?
Advertisers that this supplier has cookie sync’d with can send an 

even more specific targeted advertisement!



Implementing cookie syncing for advertising
• SSPs are sending a user ID via OpenRTB in the “user field.” In order for it to 

be useful, there must be some kind of cookie syncing going on.  

• With a group, take five minutes to design a cookie syncing strategy an SSP 
can use to ensure all parties are targeting the same user. Include how the 
sharing is initiated, where the cookies are set, and where the mappings are 
stored.

SSPs DSPs



A common cookie syncing protocol

NYTimes SSP

GET ssp.js

Set-Cookie: 123

ssp.js

NYTimes loads some JavaScript into the page, which can do anything



One strategy: The JS makes a request

NYTimes

GET dsp.com?sync=123

ssp.js makes a GET request from the browser with its sync ID. 
What else is sent along to DSP?

DSP



One strategy: The JS makes a request

NYTimes

GET dsp.com?sync=123

ssp.js makes a GET request from the browser with its sync ID. 
What else is sent along to DSP? DSPs cookies, if they are set. 

How can the SSP instead ensure DSP has a cookie set?

DSP



A common cookie syncing protocol

NYTimes SSP

GET ssp.js

Redirects!



A common cookie syncing protocol

NYTimes SSP

GET ssp.js

Set-Cookie: 123

302 dsp.com?redir=ssp.com/ssp.js?sync=123

Redirects!

http://ssp.com/ssp.js?sync=123


A common cookie syncing protocol

NYTimes

GET dsp.com?redir=ssp.com/ssp.js?sync=123

Set-Cookie: 456

302 ssp.com/ssp.js?sync=456

DSP symmetrically shares their cookies with ssp.com

DSP

http://ssp.com/ssp.js
http://ssp.com/ssp.js?sync=456
http://ssp.com


A common cookie syncing protocol

NYTimes SSP
<iframe src=ssp.com>

Now, when the <iframe> loads, SSP just sends identifier over with OpenRTB 
request. If known, both sell side and buy side are sent.

DSP1

DSP2

DSP3

"user": { "id": "ssp-uid-55K9QX21", 
"buyeruid": "dsp-uid-A7F3B9E2" }

http://ssp.com


Can you do it in one request?



Can you do it in one request?
• Yes!  

• Simple — just have the initial <iframe> request redirect + perform syncing 
with DSPs, and then send along the OpenRTB request



What are some problems with this strategy?



What are some problems with this strategy?
• Cookie syncing requires significant overhead (redirects) which may not be 

possible with all DSP partners 

• Killing third-party cookies means that syncing in this way is not obviously 
possible (could use CNAME cloaking, but it requires coordination) — affects 
non-Chrome browsers 

• Partitioned cookies means the syncing is no longer as fruitful as it once was — 
also affecting non-Chrome browsers 

• So I guess advertisers just gave up, right?



Advertisers never give up!

"user": { 
  "id": "<SSP_UID>", 
  "buyeruid": “<DSP_UID>", 
  "eids": [ 
    { "source": "uidapi.com",   "uids": [{ "id": "<UID2 token>", "atype": 
3 }] }, 
    { "source": "liveramp.com", "uids": [{ "id": "<ATS envelope>", "atype": 
3 }] }, 
    { "source": "id5-sync.com", "uids": [{ "id": "ID5*...", "atype": 1 }], 
      "inserter": "publisher.com", "matcher": "id5-sync.com", "mm": 2 } 
  ] 
} 



Advertisers never give up!

"user": { 
  "id": "<SSP_UID>", 
  "buyeruid": "<DSP_UID>", 
  "eids": [ 
    { "source": "uidapi.com",   "uids": [{ "id": "<UID2 token>", "atype": 
3 }] }, 
    { "source": "liveramp.com", "uids": [{ "id": "<ATS envelope>", "atype": 
3 }] }, 
    { "source": "id5-sync.com", "uids": [{ "id": "ID5*...", "atype": 1 }], 
      "inserter": "publisher.com", "matcher": "id5-sync.com", "mm": 2 } 
  ] 
} 

OpenRTB requests can be “enriched” by partnerships the  
SSP makes on behalf of the seller



Post-Cookie Identifier Tracking
• A user is browsing the web using a browser that blocks third-party cookies 

(e.g., Safari). But somehow, they keep seeing targeted advertisements, 
especially on their newsletter websites they subscribe to. The user is 
suspicious that somehow, there is still stateful tracking happening by third-
parties. What might be going on?



Post-Cookie Identifier Tracking
• A user is browsing the web using a browser that blocks third-party cookies 

(e.g., Safari). But somehow, they keep seeing targeted advertisements, 
especially on their newsletter websites they subscribe to. The user is 
suspicious that somehow, there is still stateful tracking happening by third-
parties. What might be going on? 

• If a third-party tracker is able to get some JavaScript running on the page, 
they can inspect potential PII sent to the website as an identifier



Post-Cookie Identifier Tracking

Website 1

Website 2 Website 4

Website 3



Post-Cookie Identifier Tracking
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kumarde@ucsd.edu
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script.js script.js

script.js

<script src=“tracker.com/script.js”></script>



News

Blog
Social 
Media

Cooking

Post-Cookie Identifier Tracking

kumarde@ucsd.edu

kumarde@ucsd.edu

kumarde@ucsd.edu

kumarde@ucsd.edu

script.js

script.js script.js

script.js

script.js will capture JS variables (e.g., email) and send to an ID server!

ID 
Server



Post-Cookie Identifier Tracking

https://webkit.org/blog/18438/blocking-identity-resolution-infrastructure/



Secondary ID “Enrichment” Companies

LiveRamp



Secondary ID “Enrichment” Companies

Experian… a credit score company, also plays the game



Identifiers are everywhere
• Takeaway: Companies are constantly trying to build identifiers out of 

whatever stable signals they can receive  

• Email, phone number, etc. —> these are durable signals that are shared 
across platform 

• On the web, this is cookies, but on other platforms (e.g., mobile), there are 
other ones built for other places 

• IDFA — Identifiers for Advertisers (Apple) 

• AAID — Android Advertising ID (Android)



Still, things are getting harder for the stateful world…



Still, things are getting harder for the stateful world…

After asking people to “opt-in” to tracking, how much do you think 
cross-device mobile tracking dropped?



Still, things are getting harder for the stateful world…

Only 16% of people opted into tracking… otherwise known as a  
revealed preference — when given the choice, users choose privacy.







Apple is not stopping!

Safari will block identity resolution infrastructure in all  
new versions! Very exciting.



A small peek ahead: device fingerprinting
• Let’s say third-party cookies and third-party identifiers all go away one day. 

How else might we track people?



A small peek ahead: device fingerprinting
• Let’s say third-party cookies and third-party identifiers all go away one day. 

How else might we track people? Fingerprinting! 

• This was the same thing as what we did on “day 1,” and the focus of the 
class right after the midterm. Called “stateless tracking” (in contrast to 
stateful tracking)



OpenRTB also powers responses

NYTimes

SSP 
(Google)

Ad 
Exchange
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How do DSPs respond?



A Simple OpenRTB Response

{ 
  "id": "req-123", 
  "seatbid": [{ "bid": [{ 
    "impid": "1", "price": 1.10, 
    "adm": "<a href='...'><img src='...'></a>", 
    "nurl": "https://dsp.example/win?p=${AUCTION_PRICE}" 
  }]}] 
} 

What does this response seem to contain?



A Simple OpenRTB Response

{ 
  "id": "req-123", 
  "seatbid": [{ "bid": [{ 
    "impid": "1", "price": 1.10, 
    "adm": "<a href='...'><img src='...'></a>", 
    "nurl": "https://dsp.example/win?p=${AUCTION_PRICE}" 
  }]}] 
} 

The price that the bidder is willing to pay (CPM)



A Simple OpenRTB Response

{ 
  "id": "req-123", 
  "seatbid": [{ "bid": [{ 
    "impid": "1", "price": 1.10, 
    "adm": "<a href='...'><img src='...'></a>", 
    "nurl": "https://dsp.example/win?p=${AUCTION_PRICE}" 
  }]}] 
} 

The advertisement itself! Rendered in HTML.



A Simple OpenRTB Response

{ 
  "id": "req-123", 
  "seatbid": [{ "bid": [{ 
    "impid": "1", "price": 1.10, 
    "adm": "<a href='...'><img src='...'></a>", 
    "nurl": "https://dsp.example/win?p=${AUCTION_PRICE}" 
  }]}] 
} 

A “notice URL,” telling the DSP that they 
won the auction, and at what price.



OpenRTB Responses Dissected
• A DSP will respond with information about the bid – basically including only 

what they will pay and what to display if they win, as well as associated 
metadata 

• If a DSP is representing multiple advertisers, they can respond with multiple 
bids for the same impression at once  

• Bidders also have three open request paths after a bid: 

• nurl — fired when the auction is won 

• burl – fired when the bid is billed 

• lurl – fired when auction is lost



OpenRTB Responses Dissected
• A DSP will respond with information about the bid – basically including only 

what they will pay and what to display if they win, as well as associated 
metadata 

• If a DSP is representing multiple advertisers, they can respond with multiple 
bids for the same impression at once  

• Bidders also have three open request paths after a bid: 

• nurl — fired when the auction is won 

• burl – fired when the bid is billed 

• lurl – fired when auction is lost

Why are these different?



Winning an auction is not the same as paying for the auction

• Winning != Billing 

• You can win an auction for an ad that is never billed for. Example?



Winning an auction is not the same as paying for the auction

• Winning != Billing 

• You can win an auction for an ad that is never billed for. Example? 

• An ad that renders at the bottom of the page and the user never goes 
there!  

• Takeaway: Always decouple winning an auction from the billing. These are 
often separated in logic, and weird race conditions can emerge if you 
think of them as the same event! 



OpenRTB categories
• There are lots of fields, lots of ways to customize, for example… categories!

{ 
  "id": "req-002", 
  "imp": [{ "id": "1", "banner": { "w": 300, "h": 250 } }], 
  "site": { 
    "domain": "sports.example", 
    "page": "https://sports.example/running/marathon-training", 
    "cattax": 7, 
    "cat": ["483"], 
    "pagecat": ["<ContentTax3.0 ID for Running>"] 
  } 
} 



OpenRTB categories
• There are lots of fields, lots of ways to customize, for example… categories!

{ 
  "id": "req-002", 
  "imp": [{ "id": "1", "banner": { "w": 300, "h": 250 } }], 
  "site": { 
    "domain": "sports.example", 
    "page": "https://sports.example/running/marathon-training", 
    "cattax": 7, 
    "cat": ["483"], 
    "pagecat": ["<ContentTax3.0 ID for Running>"] 
  } 
} 

There are taxonomies and categories of content, users, etc… everything you 
can possibly imagine



Deciding on bidding
• Question: Do DSPs bid on every request?



Deciding on bidding
• Question: Do DSPs bid on every request? 

• No! “No Bid” in OpenRTB is a 204 with no body 

• So… how to decide? 

• DSPs have an enormous latency burden: they need to respond in ~200ms 
with the best bid they have. How many bids does a DSP need to process in 
day?



Deciding on bidding
• Question: Do DSPs bid on every request? 

• No! “No Bid” in OpenRTB is a 204 with no body 

• So… how to decide? 

• DSPs have an enormous latency burden: they need to respond in ~200ms 
with the best bid they have. How many bids does a DSP need to process in 
day? 

• ~30M bid requests/s, or about a trillion per day



DSP Logic
• With a group, take a few minutes and discuss strategies you may employ as a 

DSP to process trillions of bid requests in 200ms. 



DSP Logic
• With a group, take a few minutes and discuss strategies you may employ as a 

DSP to process trillions of bid requests in 200ms.  

• Drop most requests (no-bid) — average DSPs estimated to only respond to 
< 5% of bid requests 

• Sample bids (i.e., only operate on 1%) — Doesn’t this leave money on the 
table?



DSP Logic
• With a group, take a few minutes and discuss strategies you may employ as a 

DSP to process trillions of bid requests in 200ms.  

• Drop most requests (no-bid) — average DSPs estimated to only respond to 
< 5% of bid requests 

• Sample bids (i.e., only operate on 1%) — Doesn’t this leave money on the 
table? Yes, but you price it into the bids you do make. 

• Get as close as possible to the SSP (multiple, anycast vantage points 
around the world) 

• Make any ML very fast and cheap (usually not a transformer or LLM… some 
deep learning is used, but needs to be effective)



DSPs have to also consider many other things… 
• Historical success rates 

• Brand safety 

• Language 

• Previous engagement signals 

• Publisher deals 

• Timing (e.g., what time is it?) 

• Shady SSPs asking for money when they didn’t do anything…
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• Previous engagement signals 

• Publisher deals 

• Timing (e.g., what time is it?) 

• Shady SSPs asking for money when they didn’t do anything…



Thought experiment
• Let’s say a DSP receives an OpenRTB request for a spot on the Financial 

Times (ft.com). 

• How does the DSP know this is a real bid?

http://ft.com


Thought experiment
• Let’s say a DSP receives an OpenRTB request for a spot on the Financial 

Times (ft.com). 

• How does the DSP know this is a real bid? By default, they don’t!

About $1.35M in fraudulent advertising billing was clocked per month.

http://ft.com


What do we do about it? ads.txt
• Publishers can designate verified 

sellers by putting a TXT file up on their 
page called ads.txt 

• Basically designates which SSPs (and 
exchanges) can offer their inventory for 
real 

• Example on the right is  
nytimes.com/ads.txt 

• When does a DSP fetch ads.txt?

http://nytimes.com/ads.txt


What do we do about it? ads.txt
• Publishers can designate verified 

sellers by putting a TXT file up on their 
page called ads.txt 

• Basically designates which SSPs (and 
exchanges) can offer their inventory for 
real 

• Example on the right is  
nytimes.com/ads.txt 

• When does a DSP fetch ads.txt? 

• Not during the bid (too slow!)

http://nytimes.com/ads.txt


It’s actually even more complicated…
• Sellers can chain  

• Exchanges can pass things to other exchanges which can pass to DSPs… 
oh my 

• OpenRTB allows including this information in what’s called a sellers.json 
object — helps the DSP know if: 

• The request is valid inventory 

• What path the inventory came from 

• DSPs use all these signals, and more, to try and generate a bid response 
in < 50ms. Why?



It’s even more complicated…
• Sellers can chain  

• Exchanges can pass things to other exchanges which can pass to DSPs… 
oh my 

• OpenRTB allows including this information in what’s called a sellers.json 
object — helps the DSP know if: 

• The request is valid inventory 

• What path the inventory came from 

• DSPs use all these signals, and more, to try and generate a bid response 
in < 50ms. Why?



Real-time auctions

83



Break Time + Attendance

84

Codeword: 
Identify

https://tinyurl.com/webtracking-attendance



Bidding for ad spots
• Real-time bidding is an auction process that is kicked off when a publisher 

tells an advertising network that they have an open ad-spot with certain 
properties 

• Two most widely used methods of auctioning 

• Waterfall bidding (old) 

• Header bidding (the newness)



Waterfall Bidding
• Publishers pre-define a hierarchy of 

advertising networks (e.g., in a waterfall) 
about any spot 

• Publishers set a floor that they needed for 
the ad spot  

• The first network to fulfill the floor would 
win the spot
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• What problems might you see with 
waterfall bidding?



Waterfall Bidding
• Publishers pre-define a hierarchy of advertising 

networks (e.g., in a waterfall) about any spot 

• Publishers set a floor that they needed for the ad 
spot  

• The first network to fulfill the floor would win 
the spot 

• What problems might you see with waterfall 
bidding? 

• Slow (computation is serial) 

• Anti-competitive! 

• Google had both an SSP and a DSP, which 
often meant they got first pick at ad spots



Header Bidding
• Every DSP is offered an opportunity to bid at the same time 

• Why is this a good thing for competitiveness?



Header Bidding
• Every DSP is offered an opportunity to bid at the same time 

• Why is this a good thing for competitiveness? 

• DSPs are incentivized to provide their true value for the advertising spot 
(theoretically) 

• Two types of auctions you’ll see in online advertising markets 

• Second-price auctions (Vickrey) 

• First-price auction



Second-Price Auction
• In a second-price auction, the 

highest bidder wins the auction, 
but only pays the second-highest 
bid price (+0.01)



Second-Price Auction
• In a second-price auction, the 

highest bidder wins the auction, 
but only pays the second-highest 
bid price (+0.01) 

• Which DSP should win the 
auction?
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$1.01

$1.02

$0.99

$2.82



Second-Price Auction
• In a second-price auction, the 

highest bidder wins the auction, 
but only pays the second-highest 
bid price (+0.01) 

• Which DSP should win the 
auction? 

• DSP4! How much should they 
pay?

Ad 
Exchange

DSP1

DSP2

DSP3

DSP4

$1.01

$1.02

$0.99

$2.82



Second-Price Auction
• In a second-price auction, the 

highest bidder wins the auction, 
but only pays the second-highest 
bid price (+0.01) 

• Which DSP should win the 
auction? 

• DSP4! How much should they 
pay? $1.03

Ad 
Exchange

DSP1

DSP2

DSP3

DSP4

$1.01

$1.02

$0.99

$2.82



Second-Price Auction Economics
• A dominant strategy is one where your choice gives you the best likelihood 

of winning, regardless of what other entities (e.g., DSPs do) 

• If you are a DSP, what is your dominant strategy?



Second-Price Auction Economics
• A dominant strategy is one where your choice gives you the best likelihood 

of winning, regardless of what other entities (e.g., DSPs do) 

• If you are a DSP, what is your dominant strategy? 

• Offer your true value! 

• If you bid above your true value, you risk winning (and therefore paying 
out higher than your value) 

• If you bid below your true value, you risk losing at your profitable price



A shift in priorities
• Second-price auctions were the industry standard from 2009 — 2019ish — 

almost every single entity implemented them  

• Nowadays, most everyone has shifted to a first-price auction. 

• What is a first-price auction? 



A shift in priorities
• Second-price auctions were the industry standard from 2009 — 2019ish — 

almost every single entity implemented them  

• Nowadays, most everyone has shifted to a first-price auction. 

• What is a first-price auction?  

• An auction where the highest bidder wins and pays they price that they 
bid! 

• Why might the industry have moved to first-price auctions?



A humble ad exchange goes rogue



Problems with first-price auctions
• What is the big problem with first-price auctions? 

• Bidders may end up overpaying when bidding their true value. Requires 
bidders to guess the right value… which means… algorithms



Enter: Bid shading!
• Bid shading is the process how 

advertisers decide how much to bid 
on an ad 

• What’s a simple bid shading 
algorithm?



Enter: Bid shading!
• Bid shading is the process how 

advertisers decide how much to bid 
on an ad 

• What’s a simple bid shading 
algorithm? 

• Take your true value and bid 0.9 * 
value 

• There are many more complicated 
algorithms at play, complex ML, etc… 
lots of research here if you’re 
interested! 



Next time…
• Influence, persuasion… and you! 

• We’ll talk about regulation against tracking (GDPR, CCPA, etc.) and how 
trackers have evolved to try and bypass regulation 

• Next time will be the last lecture to review before the exam.


