
CSE227 – Graduate Computer 
Security

TLS II



Housekeeping
General course things to know

• Midpoint check-in document is due 5/8 at 11:59pm PT 

• Introduction (frame the problem) 

• Related work section (should include ~5 – 10 relevant papers) 

• Research plan, current status, what’s left to do 

• Midpoint check-in meetings will happen week 7, so be prepared for that 

• Resources should get finalized this week!  

• Most things have been ordered; provisioned, etc., some things remain!  

• Arshia OH moving to Zoom —> link on website
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Zoom Rules
• Cameras on when answering questions (and always if you can!) 

• Stay muted when not speaking 

• “Raise hand” to ask questions 

• But feel free to jump in and answer if you know the answer (we’ll see how 
this goes…) 

• Unmute + answer cold calls :) 

• I won’t be looking at chat, so don’t use it
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Today’s lecture
Learning Objectives

• Discuss the Ps and Qs paper, and why the paper is so significant 

• Talk about TLS certificates, how we get them, and how it’s decided 

• Talk about Certificate Misissuance Paper
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Where we left off…
Last time!

• We talked about the RSA construction 

• What are p and q, and how are they used in RSA? 

• What is the public modulus N? 

• Why is RSA hard to break?
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Mining Your Ps and Qs: Detection of 
Widespread Weak Keys in Network Devices
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A few words on this paper…
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• This is a UCSD paper!  

• Nadia Heninger is one of the lead authors, done when she was a postdoc 
here at UCSD 

• The other lead was my postdoc advisor, done when he was a first-year 
graduate student (much like you!) 

• This paper won best paper at USENIX Security 2012 

• This paper won the USENIX Security Test-of-Time award in 2022 

• Needless to say… it’s a very important computer security paper. Why?



A few more words on this paper…
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• IMO, one of the greatest paper titles of all time 

• What does “minding your Ps and Qs” mean?



A few more words on this paper…
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• IMO, one of the greatest paper titles of all time 

• What does “minding your Ps and Qs” mean? 

• So what does “mining your Ps and Qs” mean? 

• Factoring weak RSA public key information!



An RSA “vulnerability”
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• This paper exploits a “vulnerability” in the RSA cryptosystem’s underlying 
assumptions. What assumption does it violate?
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An RSA “vulnerability”
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• This paper exploits a “vulnerability” in the RSA cryptosystem’s underlying 
assumptions. What assumption does it violate? 

• That public modulus N will never share any factors with any other N. 

• Why is sharing factors so bad? 

• GCDs are efficiently computable (see Euclid’s algorithm) 

• If N1 and N2 share a factor p, the GCD between N1 and N2 would be p, 
and the key can be trivially broken 



Who cares if you break someone’s private key?
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• What scenarios do the authors describe? 



Who cares if you break someone’s private key?
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• What scenarios do the authors describe?  

• Passive attacker: If key exchange is RSA, then a passive attacker can 
decrypt entire encrypted session after the fact  

• Active attacker: If key exchange is Diffie-Hellman, passive adversary won’t 
work, but active attacker (e.g., MiTM) can modify / decrypt traffic



How do we find these vulnerable keys?
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• What is network scanning?



How do we find these vulnerable keys?
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• What is network scanning? 

• How does network scanning work to 
identify TCP hosts?



How do we find these vulnerable keys?
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• What is network scanning? 

• How does network scanning work to 
identify TCP hosts? 

• What was the search space the 
authors searched in this paper?



How do we find these vulnerable keys?
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• What is network scanning? 

• How does network scanning work to 
identify TCP hosts? 

• What was the search space the 
authors searched in this paper? 

• How long did it take the authors 
to scan the IPv4 Internet?



Scan Results
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Side note…

21



Efficient Factorization
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• Paper uses a combination of product 
trees and remainder trees to 
efficiently compute GCDs for their 
moduli 

• Computed GCDs for 11.1M 
moduli in about 5h, this would be 
much faster today



Repeated Keys are Common
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• Authors found 61% of TLS hosts served the same key 

• Why does this happen in practice?



Repeated Keys are Common
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• Authors found 61% of TLS hosts served the same key 

• Why does this happen in practice? 

• Hosting providers might share keys for ease of deployment 

• Some keying material is embedded in firmware as default – 5.23% of hosts 
were manufacturer defaults



Who is putting bad keys into the world?
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• The authors identified many vulnerable device vendors and models. How?
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• The authors identified many vulnerable device vendors and models. How? 

• There’s a lot of information volunteered in TLS certificates…
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Who is putting bad keys into the world?
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• The authors identified many vulnerable device vendors and models. How? 

• There’s a lot of information volunteered in TLS certificates… 

• Authors identified vulnerable devices from 27 manufacturers. What were 
these manufacturers creating? 

• Enterprise-grade routers, server management, VPN devices, security 
systems, consumer routers… things you totally want having bad crypto



What did the authors find?
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What did the authors find?
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Why is this happening?
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• What is entropy?
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• What is entropy? 

• “The amount of unpredictable 
randomness” in a physical system
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kernel starts, startup clock time, disk access 
timings, “old” entropy



Why is this happening?
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• What is entropy? 

• “The amount of unpredictable 
randomness” in a physical system 

• Where does entropy come from? 

• Uninitialized contents of memory when the 
kernel starts, startup clock time, disk access 
timings, “old” entropy 

• What did the authors discover about 
headless / embedded devices?  



Implementations are tricky

36

• Linux provides two sources of randomness:  
/dev/random and /dev/urandom. What’s the 
difference between the two?
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• Linux provides two sources of randomness:  
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urandom was non-blocking, now they’re 
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Implementations are tricky
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• Linux provides two sources of randomness:  
/dev/random and /dev/urandom. What’s the 
difference between the two? 

• In 2012, /dev/random was blocking, /dev/
urandom was non-blocking, now they’re 
mostly the same after initialization 

• People preferred the non-blocking interface 
for randomness (even when the randomness 
was predictable). Why?



Meta-thoughts on the paper
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• What do we think about this paper? Did we enjoy it, why or why not? 

• Why do we think this paper won so many awards when the results only 
impacted such a small % of hosts? 

• What were some limitations of the study you can think of?



Break Time + Attendance
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Codeword: 
MindYourBusiness

https://tinyurl.com/cse227-attend

https://tinyurl.com/cse227-attend


Tracking Certificate Misissuance 
in the Wild
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TLS Fundamentals
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TLS provides three fundamental security properties:



TLS Fundamentals

43

TLS provides three fundamental security properties: 

• Confidentiality. What is confidentiality, and how does TLS provide it?
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TLS Fundamentals
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TLS provides three fundamental security properties: 

• Confidentiality. What is confidentiality, and how does TLS provide it? 

• Integrity. What is integrity, and how does TLS provide it? 

• Authenticity 

• Validating the source or origin of data: i.e., knowing who you are 
talking to



How do you get HTTPS on your website?
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kumarde.com

http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com

What is a Certificate Authority (CA)?

http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com

What is a Certificate Authority (CA)?

“A trusted entity that issues digital certificates to verify the identity of  
individuals, companies, email addresses, and websites.”

http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com
certificate for kumarde.com pls

http://kumarde.com
http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com
certificate for kumarde.com pls

verify who you are!

http://kumarde.com
http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com
certificate for kumarde.com pls

What are some ways that CAs verify your identity?

verify who you are!

http://kumarde.com
http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com
certificate for kumarde.com pls

verify who you are!

here is a cert signed by us

Certs have lots of details, but most importantly they have your public key, 
thereby linking your verified identity to your cryptographic identity

http://kumarde.com
http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com

Client

http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com

Client

Connect to server via HTTPS

http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com

Client

Here’s my certificate

Connect to server via HTTPS

http://kumarde.com


How do you get HTTPS on your website?
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kumarde.com

Client

Connect to server via HTTPS

Here’s my certificate

What does the client need to do with the certificate in order to 
trust the server on the other end?

http://kumarde.com


Certificate validation

• Chain-of-trust verification 

• Hostname verification 

• Revocation checks
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What is a chain of trust?
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What is a chain of trust?
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How do you get HTTPS on your website?
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kumarde.com

Client

Connect to server via HTTPS

Here’s my certificate

Also, here’s my certificate chain

http://kumarde.com


Who decides who the roots of trust are?
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Who decides who the roots of trust are?
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Public-Key Infrastructure (HTTPS)
Otherwise known as the Web PKI

• The web PKI is the hardware, software, policies, processes, and procedures 
that exist to manage, distribute, and revoke web certificates and public-keys 

• Every machine or software that communicates with HTTPS comes with roots 
installed – these are explicitly trusted by browsers, OSes, etc. 

• Chock-full of arbitrary and complicated rules that have evolved over time due 
to “problems” 

• E.g., Roots can’t sign leaf certificates, roots need to have intermediates that 
can sign leaf certificates
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Certificate Authorities, Redux
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• There is a fundamental “vulnerability” with the way the certificate authority 
ecosystem is set up. What is it?



Certificate Authorities, Redux
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• There is a fundamental “vulnerability” with the way the certificate authority 
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• Anyone trusted can sign for anyone on the Internet!



Certificate Authorities, Redux
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• There is a fundamental “vulnerability” with the way the certificate authority 
ecosystem is set up. What is it? 

• Anyone trusted can sign for anyone on the Internet!

kumarde.com

http://kumarde.com
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The rules that govern the PKI
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• Two major sets of policies that CAs must 
follow: 

• CA/B Baseline Requirements 

• RFC 5280 – X509 Certificate Standard



ZLint: An X.509 Certificate Linter
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• This paper a certificate linter, called ZLint, 
that measures if a certificate is misissued 

• How do the authors identify if a 
certificate is misissued?



ZLint: An X.509 Certificate Linter
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• This paper a certificate linter, called ZLint, 
that measures if a certificate is misissued 

• How do the authors identify if a 
certificate is misissued? 

 
“It's 2017 - it's both time to stop making 

excuses and time to recognize that the ability 
of CAs to adhere to the rules is core to their 

trustworthiness. Technical rules are but a 
proxy for procedure rules.” - Ryan Sleevi



How it really happened…
I lost my mind the summer of 2017

PhD Me
Rules

Code



Side note: ZLint remains an active OSS project!
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Used by almost every major CA on the planet: Let’s Encrypt, Google, Digicert, etc.



TL;DR Big CAs are pretty good, small CAs are terrible
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Some of my favorite takeaways: Nestle is a CA?
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Sometimes, people are nice
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Sometimes, people are mean
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Meta-thoughts on the paper
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• Certificate Misissuance is no longer really a problem…. so what did we learn 
from this paper? 

• What about this paper surprised you? What didn’t surprise you? 

• Why do we think there are so many small CAs? Is there anything to do about 
them? How do we make our system more resilient against these types of 
threats? 



Next time…
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• Moving back down the stack a little to focus on network attacks – DDoS and 
botnets! 

• Midpoint check-in due soon… keep up the good work! 


