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Housekeeping
General course things to know

• Course projects 

• Everyone should have received some feedback from me! Please let me 
know if this was untrue…  

• Midterm check-in report is due 5/8 by EOD. Don’t be late. 

• I made the second paper for Thursday optional; so we can appropriately 
catch up! 

• Note: No class next Tuesday; meet with your teams!
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Project Management
Week 4 advice on projects

• For this week, if you’re looking for something to “do…” 

• Meet with your group, at least twice, and discuss the ideas you’re finding. How 
do they help you think more clearly about your own project? 

• Start to play with scaffolding code, repos, and resources. You should have a good 
idea, by the end of this week, what exactly you need in order to be successful 

• Ask me for resources by end of this week. For example, if you need a small 
windows PC to test stuff, spec it out and make the request. Or if you need an API 
key for something, ask in advance.  

• You will not be successful if you don’t know what you need to be successful
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Today’s lecture
Learning Objectives

• Recap some web concepts 

• Discuss the HTML sanitization paper  

• Introduce the basics of web tracking, and discuss the raiders paper; tee up  
web centralization
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Web Recap
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Remember from last time…
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• What is a web client? 

• What is a web server? 

• When you make a request to a website, what actually happens? 

• What’s the same-origin policy, and what does it actually protect?  

• What is a cross-site request forgery attack, and what’s the Origin Header?



The Defense: Origin header
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• What is the Origin header proposal in this paper? 

• Why does it help with the privacy concerns brought up before? 

• What happens when the browser does not add an Origin header? 

• Why do they think the Origin header will fix CSRF? Why do they think it’ll be 
adopted?



CSRF meta-questions
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• How feasible is a CSRF attack? Will it work in practice? 

• What software does the “Origin” proposal require you to trust? 

• Is this assumption always going to be true? 

• How would you defend against a CSRF attack today? Is it that different from 
2007, when this paper was written? 

• What would you say is a fundamental issue that enables a CSRF attack?



CSRF meta-questions
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• How feasible is a CSRF attack? Will it work in practice? 

• What software does the “Origin” proposal require you to trust? 

• Is this assumption always going to be true? 

• How would you defend against a CSRF attack today? Is it that different from 
2007, when this paper was written? 

• What would you say is a fundamental issue that enables a CSRF attack? 

• Side-effects in the interface between the web server and web browser 

• Feature, not a bug



Parse Me Baby One More Time: Bypassing 
HTML Sanitizer via Parsing Differentials
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What is HTML?
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What is HTML?
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Hypertext Markup Language: The structure of how we embed web content into  
web pages.



What is Cross-Site Scripting (XSS)?
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What is Cross-Site Scripting (XSS)?
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“Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious scripts are 
injected into otherwise benign and trusted websites” – OWASP



How does XSS work?
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Very simple XSS example
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Web Server Client

web app
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Very simple XSS example
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Very simple XSS example
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Very simple XSS example
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Very simple XSS example
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Very simple XSS example
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Very simple XSS example
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Very simple XSS example
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Web Server Client<script> 
// steal users 
</script>

update customers /add



Very simple XSS example
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Web Server Client

get customers /see kumarde 
savage 
nadiah

<script> 
// steal users 
</script>



Very simple XSS example
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Web Server Client

get customers /see

<script> 
// steal users 
</script>

Attackers code will run on 
the browser when the 
browser “displays” the 

script!

kumarde, 
savage, nadiah 

voelker



Common XSS defenses
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• How do we defend against XSS 
attacks?



Common XSS defenses
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• How do we defend against XSS 
attacks? 

• What is input sanitization?



Common XSS defenses
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• How do we defend against XSS 
attacks? 

• What is input sanitization? 

• Where does input sanitization 
happen? On the client side or server 
side?



Issues with server-side sanitization
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• Why is accurate HTML sanitization quite hard for servers to do? 



Issues with server-side sanitization
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• Why is accurate HTML sanitization quite hard for servers to do?  

• Context dependent 

• Requires understanding how the browser is going to interpret the HTML, 
which turns out is not easy!



What is Mutation Cross-Site Scripting (mXSS)?
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What is Mutation Cross-Site Scripting (mXSS)?
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• Sanitizing some HTML may result in new HTML that in and of itself is 
vulnerable due to browser parsing implementation 

• In short, parsing / sanitization is… really hard



mXSS example: Google Search in 2019
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mXSS example: Google Search in 2019
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• Google used to rely on a client-side sanitization JavaScript library (they created) 
called closure 

• —> a client side sanitization library that Google used called DOMPurify used 
closure 

• In 2018, a developer removed a small input sanitization check in closure, likely due 
to some conflict somewhere else in the library  

• <noscript> is… painful to implement 

• Represents nothing if JS is not enabled, but represents its children if JS is 
enabled…



mXSS example: Google Search in 2019

36

• <noscript><p title=“</noscript><img src=“x” onerror=alert(1);>”>



mXSS example: Google Search in 2019
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• <noscript><p title=“</noscript><img src=“x” onerror=alert(1);>”> 

• This gets interpreted as…  

• <noscript><p title=“</noscript> 
<img src=“x” onerror=“alert(1)”> 
‘’”>” 

• The alert runs in the image tag! O snap! 

• Google was vulnerable for 5 months! No one knows if this was used for 
malicious purposes, but our guess is probably not…



This paper asks two questions
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1. Is server-side sanitization even feasible (does not ruin benign content) and is 
secure? 

2. How do popular open-source libraries fare in parsing and sanitizing HTML 
content for XSS attacks?



Their setup for evaluating parsing differentials
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Mutagen: Generating HTML Fragments
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• Not going to get into the details here (there are many fine points) – general 
gist is as follows: 

• Start with a payload P that you’re sure works 

• Make some transformations to P you think might be tricky for a browser 

• Test your set of transformations and keep the ones you think work 

• Repeat with new P 

• This paper was 2024…. IMO this type of mutation is a pretty good use case 
for LLMs… 



Parsing differential strategy
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• Tested 11 (really 12) different parsers (common libraries), throwing all the 
generated mutations into each one, and saw how they compared 

• How did the authors evaluate if the parsing was as they expected it to be?



Results
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• What did the authors find as their 
top-line results? 

• Did every browser interpret HTML 
identically? Which browsers didn’t? 

• What do these results tell us about 
HTML parsing?



Announcing their findings
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• What is vulnerability disclosure?



Announcing their findings
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• What is vulnerability disclosure? 

• Who did the authors contact about the vulnerabilities they found?



Announcing their findings
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• What is vulnerability disclosure? 

• Who did the authors contact about the vulnerabilities they found? 

• Libraries, and open-source projects that use the vulnerable combination of 
DOMPurify + JSDom… e.g., Mozilla, Grafana, etc. 

• What’s the Google Caja story?



Announcing their findings
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• What is vulnerability disclosure? 

• Who did the authors contact about the vulnerabilities they found? 

• Libraries, and open-source projects that use the vulnerable combination of 
DOMPurify + JSDom… e.g., Mozilla, Grafana, etc. 

• What’s the Google Caja story? 

• Discussion question: When is the right time to disclose a vulnerability you 
find?



Combining our two papers… 
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• How does XSS related to CSRF? 

• Do CSRF defenses protect against XSS?  

• What is the relationship between XSS and CSRF? 

• What would you say is a fundamental issue that enables a XSS attack?



Combining our two papers… 
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• How does XSS related to CSRF? 

• Do CSRF defenses protect against XSS?  

• What is the relationship between XSS and CSRF? 

• What would you say is a fundamental issue that enables a XSS attack? 

• Mixing code and data!



Paper meta-questions
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• What did we think about the paper? 

• You can comment on the organization, the writing, the experiments, etc. 

• What do you think about the solution presented in the paper? 

• Why do you think this paper was so successful? 



Break Time + Attendance
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Codeword: 
Excesses

https://tinyurl.com/cse227-attend

https://tinyurl.com/cse227-attend


Internet Jones and the Raiders 
of the Lost Trackers
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What is web tracking?
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What is web tracking?
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A suite of technologies designed to collect, analyze, and track user activity 
on the web.



Why does web tracking exist?
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Why does web tracking exist?
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• Advertising – people make dollars off of targeting you on the web 

• The more targeted your advertising, the more revenue you can make from 
advertisers who are potentially willing to give you more money to sell the 
ad spot 

• Useful for advertisers to know if people with your browsing habits, your 
properties, your whatever are browsing on the web



Web Tracking Fundamentals
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• What is third-party web tracking (as opposed to first-party web tracking)? 

• How does third-party web tracking happen? Who allows these third-parties 
onto websites? 

• What is cookie-based web tracking? 

• What is fingerprint-based web tracking?







Web Tracking
Cookies and Code

• Major companies typically use cookies to offer extended functionality for 
websites (e.g., keeping you logged in, keeping certain settings stored in your 
browser, etc.)
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Web Tracking
Cookies and Code

• Major companies typically use cookies to offer extended functionality for 
websites (e.g., keeping you logged in, keeping certain settings stored in your 
browser, etc.)

GET /index.php HTTP/3, authenticate

Response, Set-Cookie: User=Deepak



Web Tracking
Cookies and Code

GET / HTTP/3



GET /facebook-like.js HTTP/3

Cookies and Code

GET / HTTP/3

Web Tracking



Web Tracking
Cookies and Code

GET / HTTP/3

GET /facebook-like.js HTTP/3

• With this request, companies can link your cookie to your browsing data (e.g., 
through Referer header, Host headers, Origin, or just JavaScript)

Cookie: User=Deepak, Referer=cnn.com

http://cnn.com


This paper’s goals
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• What is the basic premise of the paper? 

• How do the authors seek to evaluate their premise? 

• What do the authors hope come out of their work?



The basic gist…
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Wayback machine to the rescue!
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• What is the wayback machine? 

• What parts of the webpage does the wayback machine archive?



Wayback machine to the rescue!
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• What is the wayback machine? 

• What parts of the webpage does the wayback machine archive? 

• JavaScript, stylesheets, all resources that it can identify statically from the 
site contents (no dynamism)



Wayback machine to the rescue!
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TrackingExcavator
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Defining things
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• How do the authors identify tracking behaviors?



Defining things
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• How do the authors identify tracking behaviors? 

• Use an existing taxonomy [60] and implement checks for the types of 
behaviors outlined… is this foolproof?



Defining things
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• How do the authors identify tracking behaviors? 

• Use an existing taxonomy [60] and implement checks for the types of 
behaviors outlined… is this foolproof? 

• What websites do the authors use as their measurement set? 

• What’s the assumption baked into this choice of domains?



Turns out, Wayback Machine API is really hard…
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• Some pages are not archived 

• Some pages ask to not be archived 

• Wayback escapes 

• WBM does not execute JS, but it might store JS that executes dynamically 

• Archival cookies need to be logged and replayed, which requires significant 
effort… 

• Still a challenge today! 



Turns out this is really hard…

75



1996 – 2016: Tracking Analysis
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More trackers of more types



1996 – 2016: Tracking Analysis
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More trackers of more types, more per site



1996 – 2016: Tracking Analysis
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More trackers of more types, more per site, more coverage



The most prominent trackers
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• Who is the most prominent tracker on the Internet?



The most prominent trackers
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• Who is the most prominent tracker on the 
Internet? 

• Google! Through Google Analytics. 

• Today, >70% of Top 1M websites load 
Google analytics 

• Increased reliance on a small handful of 
players: Google, Facebook, Amazon… 

• Today’s language: hyperscalar. What’s a 
hyperscalar?



Discussion: On Centralization…
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• Is centralization good for the Internet or bad for the Internet?  

• What kinds of benefits would you want from centralization? What kinds of 
downsides can you see from increased centralization?



Meta-thoughts on the paper
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• What do we think about this paper? Did we enjoy it, why or why not? 

• What are some limitations of the study?  

• What are some practical things we can do with a study like this? 



Next time…
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• Continuing with web centralization theme… and also introducing TLS and 
HTTPS


