
CSE227 – Graduate Computer 
Security
Usable Security



Housekeeping
General course things to know

• Grades for midpoint should be released today (but everyone can expect to do well) 

• Final presentations will be final week of class — schedule released next week 

• Presentation Details 

• 10 minutes for presentation, 2 mins for questions (I will cut you off!) 

• Talk should include introduction to the problem, your research questions, your 
methodology (including data collection), and your results 

• All team members must speak approximately an even amount 

• Number 1 Rule: Not boring!
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Housekeeping
General course things to know

• Comprehensive exam details 

• Write-up, same template / formatting as final write up 

• 3 pages, must be your individual work on the project 

• Contextualize your broader project, then discuss exactly what you 
contributed 

• What challenges did you run into? How did you evaluate your own 
progress?  

• All the text must be your own
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This week’s goal
Research milestones

• Do what you said you would!
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Today’s lecture
Learning Objectives

• Learn about usable security, what it is and why we should care, and how 
research is done in this space 

• Discuss the Johnny paper 

• Discuss the Alice paper 
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Preliminaries
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What are some reasonable restrictions for a password?
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• Require long passwords 

• Add some padding (e.g., “aaaaaaaaa”) 

• Require numbers/symbols 

• 123456 (also works for step 1!) 

• Change passwords regularly 

• How would you get around this restriction?



What are some reasonable restrictions for a password?
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• Require long passwords 

• Add some padding (e.g., “aaaaaaaaa”) 

• Require numbers/symbols 

• 123456 (also works for step 1!) 

• Change passwords regularly 

• Add the month to your password (e.g., BatmanSpring, BatmanFall, 
BatmanSummer, etc.)



What is usable security?
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What is usable security?
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A subfield of computer security concerned with the user design of cybersecurity 
systems



Defining Usability for Security

17

• Definition: Security software is usable if the people who are expected to use 
it: 

• Are reliably made aware of the security tasks they need to perform 

• Are able to figure out how to successfully perform those tasks 

• Don’t make dangerous errors 

• Are sufficiently comfortable with the interface to continue using it 



Usable Security is a highly focused subfield of security
• They have their own conferences 

• SOUPS: Symposium on Usable Privacy & Security 

• USEC: Symposium on Usable Security (happened on Monday, usually in San 
Diego!) 

• But also have a presence at major conferences 

• USENIX Security, CHI, PETS, etc. 

• Researchers carve out usability as their main thing 

• E.g., See Imani Munyaka’s Usable Security & Privacy courses
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Why is usability hard?
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• What is the unmotivated user property? 

• What is the abstraction property? 

• What is the lack of feedback property? 

• What is the barn door property? 

• What is the weakest link property?



Discussion: Why is usability important?
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• Adams and Sasse, “Users are not the 
enemy,” CACM December 1999 

• In it, they describe a vicious cycle 

• Users lack security knowledge 

• Users will circumvent restrictions that get 
in their way because security is not the 
point  

• Doing this lowers respect for security 
mechanisms, and repeat 

• Their takeaway: security needs user-
centered designed, or it’s doomed to fail



Why Johnny Can’t Encrypt: A 
Usability Evaluation of PGP 5.0
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What’s the goal of this paper?
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If an average user of email feels the need for privacy and 
authentication, and acquires PGP with that purpose in mind, will 
PGP’s current design allow that person to realize what needs to 
be done, figure out how to do it, and avoid dangerous errors, 
without becoming so frustrated that he or she decides to give up 
on using PGP after all?



What is PGP?
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What is PGP?
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Pretty Good Privacy: An encryption and authentication mechanism for email. 
Built using a PKI (e.g., RSA) with different keys for signing and encryption.



How did the authors evaluate the usability goodness of PGP?
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How did the authors evaluate the usability goodness of PGP?

29

• Two distinct evaluation methods  

• Cognitive walkthrough w/ heuristic evaluation 

• User study 

• Discussion point: What do you think the pros / cons of each method are?



Visual Metaphors
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• Icons you choose can shape how people 
use your product 

• Do all the icons seem to make sense? 
Why or why not?



Visual Metaphors
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• Icons you choose can shape how people 
use your product 

• Do all the icons seem to make sense? 
Why or why not? 

• Keys seem to be people? 

• WTF is validity and trust? Are these 
progress bars?



Irreversible Actions
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• One aspect of usability is that it should not be so easy to operate a foot-gun, 
that is, to be able to “shoot yourself in the foot.” 

• Some things that have bad outcomes… 

• Accidentally deleting the private key – why is this bad? 

• Accidentally publicizing a key – why is this bad? 

• Accidentally revoking a key – why is this bad?



Overall takeaways
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• Public-key crypto makes no sense to users 

• We don’t usually think about other people’s keys 

• We don’t use keys in this way 

• Very hard for users to construct mental model 

• Way too much information is being presented to make sense of 
what’s going on 

• Way too easy to shoot yourself in the foot



• How did the authors set up their user study to test the usability of PGP? 

User Study
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• How did the authors set up their user study to test the usability of PGP?  

• Participant volunteered w/ a political campaign – needed to send email via 
PGP in order to run the group 

• 12 users 

• Five members of a the campaign team 

• 90 minutes to complete task 

• Send secure/verifiable campaign update to all members of the team 

• Receive an validate instructions from members in response and respond

User Study
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• Encryption 

• Three participants emailed secret to team members without encryption 

• One forgot passphrase and had to start over 

• P4 believed security was just “happening” 

• One couldn’t encrypt with any key  

• One generated new public keys for each recipient 

• Decryption 

• Only two were able to do it easily

Results: bad
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• With folks around you, can you brainstorm better metaphors or language to 
help people understand encryption / decryption? 

Exercise: Come up with better metaphors
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• What did we think about this paper? Is this kind of analysis useful, why or why 
not? 

• What surprised you about this paper?

Meta Thoughts on this Paper
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Break Time + Attendance
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Codeword: 
SadUsers

https://tinyurl.com/cse227-attend

https://tinyurl.com/cse227-attend


Alice in Warningland: A Large-Scale Field 
Study of Browser Security Warning 

Effectiveness
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What’s the goal of this paper?
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The security community’s perception of the “oblivious” user evolved 
from the results of a number of laboratory studies on browser 
security indicators. However, these studies are not necessarily 
representative of the current state of browser warnings in 2013. Most 
of the studies evaluated warnings that have since been deprecated 
or significantly modified, often in response to criticisms in the 
aforementioned studies. Our goal is to investigate whether 
modern browser security warnings protect users in practice.



Background on this paper
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• Users are often chided for not taking security seriously 

• “Given the choice between dancing pigs and security, users will choose 
dancing pigs every time” – some famous security researchers 

• Obliviousness is often cited as a main reason for this  

• Are users actually oblivious to browser warnings?



Browser warnings are abundant
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Malware Warnings
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SSL Warnings
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SSL Warnings
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Notice any differences between malware and SSL?



• What metrics did the authors use to measure effectiveness of warnings?

Methods
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• What metrics did the authors use to measure effectiveness of warnings? 

• Click through rates and time spent on warnings 

• How did the authors collect the data they were looking for? 

• Instrumented both Chrome and Firefox to log clickthrough rates at scale 

• Meta-note: This was only possible because both authors worked at respective 
browser companies!

Methods
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• Malware: Chrome 23.2%, Firefox 7.2% 

• Phishing: Chrome 18%, Firefox 9.1%  

• Some reasons for this… 

• Temporality – Chrome wildly unstable, Firefox fairly stable 

• Warning scariness? 

• Demographics of users? 

• Any theories?

Malware / Phishing Results
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• Firefox, 33%, Chrome: 70.2%! 

• Number of buttons 

• Chrome requires one click, Firefox requires three 

• Visual metaphors 

• Firefox has a policeman, Chrome doesn’t show any images 

• Remembering exceptions 

• Firefox lets people shoot themselves in the foot permanently, possibly 
hiding potential bypasses 

SSL Results
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So… what do we do with this study?
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• Experiment! APF went onto publish lots in this space and actually change 
things in Google Chrome for the better



Meta Thoughts on this Paper
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• What is the role of context in improving usability?  

• Do we like this work? Why or why not? 



Next time…
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• AI, Society, Doom 

• Work on your projects :) 


