
CSE227 – Graduate Computer 
Security

Spam and e-Crime



Housekeeping
General course things to know

• Final presentations happen in week 10! 

• Keep making consistent progress, and feel free to meet with me if you have 
things to discuss and work on 

• Most midpoint check-ins are done, just a few more today!  

• Instructive, really impressed with the quality of the work — keep it going 

• No class next Thursday!
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Housekeeping
General course things to know

• Final presentations will be final week of class 

• Presentation Details 

• 10 minutes for presentation, 2 mins for questions (I will cut you off!) 

• Talk should include introduction to the problem, your research questions, 
your methodology (including data collection), and your results 

• All team members must speak approximately an even amount 

• Number 1 Rule: Not boring!
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Today’s lecture
Learning Objectives

• Learn about the spam and e-crime ecosystem and the spam value chain, 
understand the levers and knobs that go into creating a successful (or 
unsuccessful) spam campaign 

• Discuss the click-trajectories paper 

• Discuss the Re: CAPTCHAs paper 

4



Preliminaries
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What is email spam?
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What is email spam?
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Email spam: Unwanted, unsolicited email that are sent in bulk for, typically,  
fraudulent purposes



Why does spam exist?
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Why does spam exist?
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In short: Because it makes money! If it didn’t, why would anyone do it? How does 
spam typically make money?



Why does spam exist?
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In short: Because it makes money! If it didn’t, why would anyone do it? How does 
spam typically make money?  

Another chain – malware, phishing, or affiliate marketing



Modern Spam value Chain
Advertising, Click Support, Realization

• What is the advertising phase?
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Modern Spam value Chain

• What is the advertising phase? 

• How do we get eyes and clicks to the spam? 
Is email the only way spam is sent?
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Advertising, Click Support, Realization



Modern Spam value Chain

• What is the advertising phase? 

• How do we get eyes and clicks to the spam? 
Is email the only way spam is sent? 

• What is the click support phase?
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Advertising, Click Support, Realization



Modern Spam value Chain

• What is the advertising phase? 

• How do we get eyes and clicks to the spam? 
Is email the only way spam is sent? 

• What is the click support phase? 

• All the infrastructure involved in helping 
spammers actually run websites (domains, 
redirection, name servers, web servers, 
affiliates)
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Modern Spam value Chain

• What is the advertising phase? 

• How do we get eyes and clicks to the spam? 
Is email the only way spam is sent? 

• What is the click support phase? 

• All the infrastructure involved in helping 
spammers actually run websites (domains, 
redirection, name servers, web servers, 
affiliates) 

• What is the realization phase?
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Modern Spam value Chain

• What is the advertising phase? 

• How do we get eyes and clicks to the spam? Is email 
the only way spam is sent? 

• What is the click support phase? 

• All the infrastructure involved in helping spammers 
actually run websites (domains, redirection, name 
servers, web servers, affiliates) 

• What is the realization phase? 

• Everything needed to fulfill the “order,” i.e., whatever 
the spammer is selling or putting on your computer
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Advertising, Click Support, Realization



Pharmacy Express: An Example
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Pharmacy Express: An Example
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Pharmacy Express: An Example
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Pharmacy Express: An Example
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Pharmacy Express: An Example
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Pharmacy Express: An Example
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Money changes hands at every part of the chain!



Discussion point: Why should we study spam?

23



Click Trajectories: End-to-End 
Analysis of the Spam Value Chain
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A few words on these papers…
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• These are both UCSD papers (seeing a theme in this class?) 

• Geoff Voelker / Stefan Savage are the lead faculty authors 

• In a long line of work on spam, scams, e-crime, etc. 

• Some of my favorite papers of all time 

• Trajectories paper won Test of Time award at IEEE S&P 2022 

• Think about why.



What’s the goal of this paper?
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What’s the goal of this paper?
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…Indeed, each distinct path through this chain—registrar, name 
server, hosting, affiliate program, payment processing, fulfillment— 
directly reflects an “entrepreneurial activity” by which the 
perpetrators muster capital investments and business relationships to 
create value. Today we lack insight into even the most basic 
characteristics of this activity. How many organizations are 
complicit in the spam ecosystem? Which points in their value chains 
do they share and which operate independently? How “wide” is the 
bottleneck at each stage of the value chain—do miscreants find 
alternatives plentiful and cheap, or scarce, requiring careful 
husbanding?



What’s the goal of this paper? (In my words)
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Fall for all spam email lures and see what happens (mess around and find out)



• What was the author’s strategy in measuring 
the spam value chain? 

Measuring Spam Value Chain

29



• What was the author’s strategy in measuring 
the spam value chain?  

• Direct engagement with the chain 
through clicking, purchasing, and 
recording the chain

Measuring Spam Value Chain
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• What was the author’s strategy in measuring 
the spam value chain?  

• Direct engagement with the chain 
through clicking, purchasing, and 
recording the chain 

• How else might you try and measure the 
spam value chain without direct 
engagement?

Measuring Spam Value Chain
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• What is the “feed collection” step? 

• What is the URL extraction step?  

• What is the DNS & Web Crawling step? 

• What is fast flux DNS? 

• What is the Content Clustering step? 

• What is the Content Tagging step? 

• What is the Selective Purchasing step?

Measuring Spam Value Chain
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• Why did the authors decide to purchase anything at all?

Purchasing stuff
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• Why did the authors decide to purchase anything at all? 

• Insight into the realization phase 

• Payment info (via relationship w/ card issues) 

• Bank Identification Number (BIN) of acquiring bank 

• Fulfillment 

• Did you actually get anything? 

• Where was it shipped from? 

• What’s in it?

Purchasing stuff
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What does a credit card authorization record look like?
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Bank Identification Number (BIN) 448314  

Merchant descriptor  “Smart rt online” 

Card Acceptor ID     “8875236” 

Merchant Category Code (MCC) 5912  
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600+ orders later…



Infrastructure Sharing
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Where do products come from?
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• Interventions in… 

• Click support 

• Registrar 

• DNS hosting 

• Web hosting 

• Realization 

• Payments

Intervening in the chain
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• Takedown: acquiring (merchant) bank 

• Add pressure to drop bad customers 

• Challenges: bi-lateral process, potentially slow 

• Blacklist: issuing (consumer) banks 

• US Visa / MC could just refuse transactions with “bad” acquirers  

• Would this work? Why or why not?

Payment Interventions seem most effective
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• What did we think about this paper? Is this kind of analysis useful, why or why 
not? 

• What surprised you about this paper? 

• Why did this paper win an award? 

• What did this paper teach you about security, if anything at all?  

• How do we reason about the ethics of this type of paper?

Meta Thoughts on this Paper
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Break Time + Attendance
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Codeword: 
Click-Here!

https://tinyurl.com/cse227-attend

https://tinyurl.com/cse227-attend


Re: CAPTCHAs – Understanding CAPTCHA-
Solving Services in an Economic Context

47



What’s a CAPTCHA?
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What’s a CAPTCHA?

49



Why do we have CAPTCHAs?
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Why do we have CAPTCHAs?
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Limit the abilities of attackers to scale their activities via automated means.



Why do we have CAPTCHAs?
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Limit the abilities of attackers to scale their activities via automated means.

How do we measure CAPTCHA abilities?



• How do you reason about how “well” a security mechanism works? 

• Metrics are a rabbit hole… what are the “units” of security? 

• Big claim in this paper: Follow the money 

• Solving CAPTCHAs has acquired value; retail market 

• Price of a solved CAPTCHA becomes a cost on a balance sheet of a scammer; 
does increasing that cost make the scams go away?

Measuring security is hard…
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• Let’s say you’re an attacker and you want to break CAPTCHAs in practice for 
some purpose 

• How might you go about doing this?

Scenario: Breaking CAPTCHAs
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• Let’s say you’re an attacker and you want to break CAPTCHAs in practice for 
some purpose 

• How might you go about doing this? 

• Two strategies 

• Technical mechanisms 

• Human mechanisms

Scenario: Breaking CAPTCHAs
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• Automated image processing 

• OCR + segmentation + heuristics 

• Almost as old as CAPTCHAs 

• Today: AI? Yeah. 

• Successful technically (i.e., can be built… with errors) 

• Paper claims this is unsuccessful as a business 

• Why?

Technical Mechanisms
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• Traditional security arms race 

• Spam vs. anti-spam, virus vs. anti-virus, etc. 

• Bad guy obfuscates, and the good guy recognizes 

• In this case… CAPTCHAs are the obfuscation, and bad guys want to 
recognize… which is hard 

• Lifetime of a software solver is low 

• CAPTCHAs evolve all the time, and new software takes time and is expensive 

• At what point does it make financial sense to do this?

Why do software solvers fail economically?
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• Let’s say it costs $10,000 to develop a new CAPTCHA breaking system (with 
~20% success rate) 

• Must solve 20 million CAPTCHAs (100 million attempts at 20% accuracy) 
before being noticed and the CAPTCHA gets changes… 

• Just to break even at 50c for every 1000

Hypothetical in the paper
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…or you could just pay someone
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History of human solving
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• First starts to emerge in late 2006 

• How does this side-step the assumptions set out by CAPTCHA makers? 

• Retail service market emerges 

• Market pressure (free market wins) 

• 2007: ~$10/1000 solves 

• 2008: ~$1.5/1000 solves 

• 2009: ~$1/1000 solves 

• 2010: ~$0.75/1000 solves



This paper: Active measurements of CAPTCHA solving services
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• How did the authors measure CAPTCHA services?



This paper: Active measurements of CAPTCHA solving services
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• How did the authors measure CAPTCHA services? 

• They purchased the service and saw what happened!



This paper: Active measurements of CAPTCHA solving services
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• How did the authors measure CAPTCHA services? 

• They purchased the service and saw what happened 

• Authors learned many things by direct measurement 

• Accuracy, speed, pricing, etc.



This paper: Active measurements of CAPTCHA solving services
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• How did the authors measure CAPTCHA services? 

• They purchased the service and saw what happened 

• Authors learned many things by direct measurement 

• Accuracy, speed, pricing, etc. 

• Authors were able to identify many things via side channels 

• Worker wages 

• Geolocations 

• How did the authors corroborate these findings without ground truth?



Mr. E Anecdotes (ha-ha)
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• Paper was able to corroborate some empirical findings with an interview of a 
person who ran a CAPTCHA solving services 

• “Dabbled with automated solving but new solvers stopped working too 
quickly.” 

• 50% of his revenue is profit! 

• 5 – 10% error rate in CAPTCHA solving 

• Labor markets in China, India, Bangladesh, Vietnam 

• 75% of traffic was generated by 5 – 10 clients!



Meta Thoughts on this Paper
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• So… do CAPTCHAs work? Why or why not? 

• What is the economic theory behind employing CAPTCHAs (since they’re still 
employed today) 

• What surprised you about this paper? 

• What do we think about this type of analysis? Has it changed the CAPTCHA 
ecosystem at all?



Next time…
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• Usability and human factors… getting higher and higher level now 

• Now getting into my territory as a researcher 

• Keep up with your projects. Things are due soon :) 


